IPTABLES
Introduction :

Le programme IPTABLES est une solution logicielle complète de firewall. Elle permet de protéger le poste sur lequel elle se trouve contre des actions malveillante. Cette protection peut s’appliquer a un réseau tout entier. IPTABLES permet aussi de rediriger un flux vers une machine donnée du réseau en fonction du service concerné (ex : http, FTP, mail …). Ce programme fonctionne avec la plupart des distributions linux récentes, il est d’ailleurs le plus souvent fournit.
Principe :

Quand un paquet entre dans le firewall, il passe d’abord un filtre matériel puis est orienté par le noyau vers le bon driver. Le paquet passe alors par une série de contrôle avant d’être acheminé vers la bonne application qui peut être locale ou renvoyée vers un autre serveur 
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Fonctionnement :

Iptables se compose par défaut de trois tables qui régissent le traitement des paquets.

· Mangling table : Cette table permet de faire le tri des paquets en fonction des TOS (Type de Service, Type Of Service). Il est fortement déconseillé d’utiliser cette table pour faire du filtrage. Cette table gère trois types de paramètres, le TOS qui permet de gérer comment les paquets sont orientés vers les application, le TTL permet de définir la durée de vie des paquets qui passent au travers du firewall et enfin MARK qui permet de rajouter des indications au paquet (priorité par exemple)  
· NAT table : Cette table ne doit être utilisée que lorsque l’on souhaite faire du NAT (Traduction d’adresses de réseaux, Network Address Tranlation). C’est à dire que cela permet de transmettre vers ou depuis une machine donnée du réseau vers l’extérieur les paquets. Elle gère également trois types de paramètres, le DNAT (Traduction d’adresse de réseaux destination, Destination Network Address Translation ) permet de router vers des machines différentes à l’intérieur du réseau en utilisant une seule adresse IP, le SNAT (Traduction d’adresse de réseaux source, Source Network  Address Translation ) permet de masquer les adresses à l’intérieur du réseau vers l’extérieur. Enfin MASQUERADE, ce comporte a peu près comme SNAT, la différence réside dans le fait que cette close permet de le faire y compris dans le cas d’interfaces dont l’adresse est attribuée par un serveur DHCP (Dynamic Host Configuration Protocol).
· Filter table ou table de filtrage : Il s’agit de celle qui est le plus utilisée pour effectué du filtrage de paquet. Il est possible de tester de nombreux paramètres et de traiter les paquets comme on le souhaite. C’est ici que l’on prend des mesures envers les paquets pour les garder (ACCEPT) ou les détruire (DROP) en fonction de ce qu’ils contiennent.
Utilisation :
iptables [-t table] commande [règle] [cible/action]
	Table
	Explanation

	nat
	The nat table is used mainly for Network Address Translation. Packets in a stream only traverse this table once. The first packet of a stream is allowed, we presume. The rest of the packets in the same stream are automatically NAT'ed or Masqueraded etc, in case they are supposed to have those actions taken on them. The rest of the packets in the stream will in other words not go through this table again, but instead they will automatically have the same actions taken to them as the first packet in the stream. This is one reason why you should not do any filtering in this table, as we will discuss more in length further on. The PREROUTING chain is used to alter packets as soon as they get in to the firewall. The OUTPUT chain is used for altering locally generated packets (ie, on the firewall) before they get to the routing decision. Note that OUTPUT is currently broken. Finally we have the POSTROUTING chain which is used to alter packets just as they are about to leave the firewall.

	mangle
	This table is used mainly for mangling packets. We could change different packets and how their headers look among other things. Examples of this would be to change the TTL, TOS or MARK. Note that the MARK is not really a change to the packet, but a mark for the packet is set in kernelspace which other rules or programs might use further on in the firewall to filter or do advanced routing on with tc as an example. The table consists of two built in chains, the PREROUTING and OUTPUT chains. PREROUTING is used for altering packets just as they enter the firewall and before they hit the routing decision. OUTPUT is used for changing and altering locally generated packets before they enter the routing decision. Note that mangle can not be used for any kind of Network Address Translation or Masquerading, the nat table was made for these kinds of operations.

	filter
	The filter table should be used for filtering packets generally. For example, we could DROP, LOG, ACCEPT or REJECT packets without problems as in the other tables. There are three chain built in to this table. The first one is named FORWARD and is used on all non-locally generated packets that are not destined for our localhost (the firewall, in other words). INPUT is used on all packets that are destined for our local host (the firewall) and OUTPUT is finally used for all locally generated packets. 


	Command
	-A, --append

	Example
	iptables -A INPUT ...

	Explanation
	This command appends the rule to the end of the chain. The rule will will in other words always be put last in the ruleset in comparison to previously added rules, and hence be checked last, unless you append or insert more rules later on.

	Command
	-D, --delete

	Example
	iptables -D INPUT --dport 80 -j DROP, iptables -D INPUT 1 

	Explanation
	This command deletes a rule in a chain. This could be done in two ways, either by specifying a rule to match with the -D option (as in the first example) or by specifying the rule number that we want to match. If you use the first way of deleting rules, they must match totally to the entry in the chain. If you use the second way, the rules are numbered from the top of each chain, and the top rule is number 1.

	Command
	-R, --replace

	Example
	iptables -R INPUT 1 -s 192.168.0.1 -j DROP

	Explanation
	This command replaces the old entry at the specified line. It works in the same way as the --delete command, but instead of totally deleting the entry, it will replace it with a new entry. This might be good while experimenting with iptables mainly.

	Command
	-I, --insert

	Example
	iptables -I INPUT 1 --dport 80 -j ACCEPT

	Explanation
	Insert a rule somewhere in a chain. The rule is inserted at the actual number that we give. In other words, the above example would be inserted at place 1 in the INPUT chain, and hence it would be the absolutely first rule in the chain from now on.

	Command
	-L, --list

	Example
	iptables -L INPUT

	Explanation
	This command lists all the entries in the specified chain. In the above case, we would list all the entries in the INPUT chain. It's also legal to not specify any chain at all. In the last case, the command would list all the chains in the specified table (To specify a table, see the Tables section). The exact output is affected by other options sent to the program, for example the -n and -v options, etcetera.

	Command
	-F, --flush

	Example
	iptables -F INPUT

	Explanation
	This command flushes the specified chain from all rules and is equivalent to deleting each rule one by one but is quite a bit faster. The command can be used without options, and will then delete all rules in all chains within the specified table.

	Command
	-Z, --zero

	Example
	iptables -Z INPUT

	Explanation
	This command tells the program to zero all counters in a specific chain or in all chains. If you have used the -v option with the -L command, you have probably seen the packet counter in the beginning of each field. To zero this packet counter, use the -Z option. This option works the same as -L except that -Z won't list the rules. If -L and -Z is used together (which is legal), the chains will first be listed, and then the packet counters are zeroised.

	Command
	-N, --new-chain

	Example
	iptables -N allowed

	Explanation
	This command tells the kernel to create a new chain by the specified name in the specified table. In the above example we create a chain called allowed. Note that there must be no target of the same name previously to creating it.

	Command
	-X, --delete-chain

	Example
	iptables -X allowed

	Explanation
	This command deletes the specified chain from the table. For this command to work, there must be no rules that are referring to the chain that is to be deleted. In other words, you would have to replace or delete all rules referring to the chain before actually deleting the chain. If this command is used without any options, all chains that are not built in will be deleted from the specified table.

	Command
	-P, --policy

	Example
	iptables -P INPUT DROP

	Explanation
	This command tells the kernel to set a specified default target, or policy, on a chain. All packets that don't match any rule will then be forced to use the policy of the chain. Legal targets are: DROP, ACCEPT and REJECT (There might be more, mail me if so)

	Command
	-E, --rename-chain

	Example
	iptables -E allowed disallowed

	Explanation
	The -E command tells iptables to rename the first name of a chain, to the second name. In the example above we would, in other words, change the name of the chain from allowed to disallowed. Note that this will not affect the actual way the table will work. It is, in other words, just a cosmetic change to the table.


	Option
	-v, --verbose

	Commands used with
	--list, --append, --insert, --delete, --replace

	Explanation
	This command shows a verbose output and is mainly used together with the --list command. If used together with the --list command it makes the output from the command include the interface address, rule options and TOS masks. The --list command will also include a bytes and packet counter for each rule if the --verbose option is set. These counters uses the K (x1000), M (x1,000,000) and G (x1,000,000,000) multipliers. To overcome this and to get exact output, you could use the -x option described later. If this option is used with the --append, --insert, --delete or --replace commands, the program will output detailed information on what happens to the rules and if it was inserted correctly etcetera.

	Option
	-x, --exact

	Commands used with
	--list

	Explanation
	This option expands the numerics. The output from --list will in other words not contain the K, M or G multipliers. Instead we will get an exact output of how many packets and bytes that has matched the rule in question from the packets and bytes counters. Note that this option is only usable in the --list command and isn't really relevant for any of the other commands.

	Option
	-n, --numeric

	Commands used with
	--list

	Explanation
	This option tells iptables to output numerical values. IP addresses and port numbers will be printed by using their numerical values and not hostnames, network names or application names. This option is only applicable to the --list command. This option overrides the default of resolving all numerics to hosts and names if possible. 

	Option
	--line-numbers

	Commands used with
	--list

	Explanation
	The --line-numbers command is used to output line numbers together with the --list command. Each rule is numbered together with this option and it might be easier to know which rule has which number when you're going to insert rules. This option only works with the --list command.

	Option
	-c, --set-counters

	Commands used with
	--insert, --append, --replace

	Explanation
	This option is used when creating a rule in some way or modifying it. We can then use the option to initialize the packets and bytes counters of the rule. The syntax would be something like --set-counters 20 4000, which would tell the kernel to set the packet counter to 20 and byte counter to 4000.

	Option
	--modprobe

	Commands used with
	All

	Explanation
	The --modprobe option is used to tell iptables which command to use when probing for modules to the kernel. It could be used if your modprobe command is not somewhere in the searchpath etc. In such cases it might be necessary to specify this option so the program knows what to do in case a needed module is not loaded. This option can be used with all commands.


Plus d’informations :

http://www.netfilter.org/documentation/tutorials/blueflux/iptables-tutorial.html#AEN373

